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In	
  1999	
  the	
  EU	
  introduced	
  	
  
a	
  legal	
  framework	
  	
  
for	
  electronic	
  signatures	
  



European Directive 1999:  

“qualified”	
  =	
  “equivalent”	
  (to	
  handwriSen	
  signatures)	
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OK,	
  but	
  ...	
  When	
  is	
  an	
  electronic	
  signature	
  “qualified”??	
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So, why didn’t we use it? 

•  too	
  complex?	
  
	
  

•  no	
  services	
  available?	
  
	
  

•  not	
  relevant	
  in	
  our	
  jurisdic,on?	
  
	
  

•  na,onal	
  legisla,on	
  is	
  more	
  flexible	
  
	
  

•  regula,ng	
  signatures	
  is	
  not	
  sufficient	
  (=	
  only	
  one	
  part	
  of	
  the	
  chain)	
  
	
  

•  signatures	
  are	
  no	
  longer	
  needed	
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REGULATION	
  (EU)	
  No	
  910/2014	
  	
  
OF	
  THE	
  EUROPEAN	
  PARLIAMENT	
  AND	
  OF	
  THE	
  COUNCIL	
  of	
  23	
  July	
  2014	
  

on	
  electronic	
  iden,fica,on	
  and	
  trust	
  services	
  	
  
for	
  electronic	
  transac,ons	
  in	
  the	
  internal	
  market	
  	
  

and	
  repealing	
  Direc,ve	
  1999/93/EC	
  

hSp://eur-­‐lex.europa.eu/legal-­‐content/NL/TXT/?uri=CELEX:32014R0910	
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Content 

1.  Recogni,on	
  of	
  electronic	
  iden,fica,on	
  means	
  of	
  natural	
  and	
  legal	
  persons	
  falling	
  
under	
  a	
  no,fied	
  electronic	
  iden,fica,on	
  scheme	
  of	
  another	
  Member	
  State	
  
	
  

2.  Rules	
  for	
  trust	
  services,	
  in	
  par,cular	
  for	
  electronic	
  transac,ons	
  
	
  

3.  Legal	
  framework	
  for	
  	
  
	
  

a)  electronic	
  signatures	
  
b)  electronic	
  seals	
  
c)  electronic	
  ,me	
  stamps	
  
d)  electronic	
  documents	
  
e)  electronic	
  registered	
  delivery	
  services	
  
f)  cer,ficate	
  services	
  for	
  website	
  authen,ca,on	
  

	
  

10/11/2014	
   Law	
  in	
  Digital	
  Environment	
  Conference	
   7	
  



e-Identification: mutual recognition 

•  mutual	
  recogni,on	
  of	
  electronic	
  iden,,es	
  is	
  complex	
  (not	
  all	
  e-­‐id’s	
  will	
  be	
  recognised	
  for	
  all	
  
circumstances)	
  
	
  

•  the	
  rule	
  will	
  be:	
  	
  
	
  

•  if	
  an	
  online	
  (government)	
  service	
  in	
  a	
  Member	
  State	
  requires	
  access	
  authen,ca,on	
  by	
  means	
  of	
  an	
  
iden,fica,on	
  (card,	
  username	
  +	
  password,	
  ...)	
  
	
  

•  then	
  this	
  service	
  should	
  be	
  accessible	
  for	
  iden,fica,on	
  means	
  	
  
•  no,fied	
  by	
  other	
  Member	
  States	
  and	
  	
  
•  having	
  the	
  same	
  or	
  an	
  higher	
  assurance	
  level	
  	
  

	
  

•  to	
  implement	
  this	
  rule,	
  you	
  need	
  a	
  number	
  of	
  things	
  (therefore:	
  transi,on	
  period	
  ,ll	
  2016)	
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Trust Services 

•  Defini,on	
  
	
  

•  Regulate?	
  
	
  

•  Non-­‐qualified	
  
	
  

•  Qualified	
  
•  Supervision	
  
•  Annual	
  audit	
  
•  EU	
  trust	
  mark	
  	
  
•  Reversal	
  of	
  burden	
  of	
  proof	
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Legal framework for: 
	
  
	
  

a)  electronic	
  signatures	
  
b)  electronic	
  seals	
  
c)  electronic	
  ,me	
  stamps	
  
d)  electronic	
  documents	
  
e)  electronic	
  registered	
  delivery	
  services	
  
f)  cer,ficate	
  services	
  for	
  website	
  authen,ca,on	
  

10/11/2014	
   Law	
  in	
  Digital	
  Environment	
  Conference	
   10	
  



10/11/2014	
   Law	
  in	
  Digital	
  Environment	
  Conference	
   11	
  

IF	
  	
  service	
  fulfils	
  condi,ons	
  xyz	
  ...	
  
	
  
	
  
THEN	
  it	
  gets	
  	
  EU	
  label	
  “qualified”	
  



Example: qualified electronic signature 

•  Condi,ons	
  
1.  uniquely	
  linked	
  to	
  the	
  signatory;	
  
2.  capable	
  of	
  iden,fying	
  the	
  signatory;	
  
3.  created	
  using	
  electronic	
  signature	
  crea,on	
  data	
  that	
  the	
  signatory	
  can,	
  with	
  a	
  high	
  level	
  of	
  

confidence,	
  use	
  under	
  his	
  sole	
  control	
  
4.  linked	
  to	
  the	
  data	
  signed	
  therewith	
  in	
  such	
  a	
  way	
  that	
  any	
  subsequent	
  change	
  in	
  the	
  data	
  is	
  

detectable	
  
5.  created	
  by	
  a	
  qualified	
  electronic	
  signature	
  crea,on	
  device	
  
6.  based	
  on	
  a	
  qualified	
  cer,ficate	
  issued	
  by	
  a	
  qualified	
  trust	
  service	
  provider	
  

	
  

•  Effect?	
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Do	
  we	
  need	
  signatures,	
  seals,	
  registered	
  delivery,	
  etc.	
  	
  
in	
  a	
  digital	
  environment?	
  	
  



Traditional Context:  Sign and Transmit 
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Digital environment 
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Digital	
  evidence	
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“Actively consider the removal of the requirement for 
a signature” 
 
 
“Refrain from requiring a signature in new rulings or 
practices”  



Question 

What	
  will	
  be	
  the	
  impact	
  of	
  this	
  new	
  legal	
  framework?	
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